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(57) Abstract: A method to provide a common reference frame between two receivers, connected via a first transmission channel (10)
and a second transmission channel (11) to an entangled photon source (1), wherein the receivers comprise four measurement means
to measure the photons each in two mutually unbiased measurement bases, wherein three of the four measurement means comprise
a correction means (C1, C2, C3) to set the common reference frame, wherein the method comprises the steps of 1) minimization of
the QBER or maximization of the visibility for photons detected in the first (M1) and third (M3) measurement means by adjusting
the first correction means (C1) in order to set the same measurement bases between the first measurement means (M1) and the third
measurement means (M3), ii) maximization of the QBER or minimization of the visibility for photons detected in the first (M1) and
fourth (M4) measurement means by adjusting the second correction means (C2) in order to set mutually unbiased measurement bases
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between the first measurement means (M1) and the fourth measurement means (M4), iii) minimization of the QBER or maximization
of the visibility for photons detected in the fourth (M4) and second (M2) measurement means by adjusting the third correction means
(C3) in order to set the same basis between the fourth measurement means (M4) and the second measurement means (M2).
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Method to provide a common reference frame between two receivers

The invention concerns a method to align an entangled photon source and an
entangled photon source comprising two receivers, useful for Quantum Key
Distribution. The first receiver is connected via a first transmission channel to an
entangled photon source, and the second receiver is connected via a second
transmission channel to the entangled photon source. The entangled photon
source produces entangled photon pairs, preferably entangled in polarization or
time-bin or orbital angular momentum or path, wherein the first photon of each
entangled photon pair is sent via the first transmission channel to the first
receiver and the second photon of each entangled photon pair is sent via the

second transmission channel to the second receiver.

Quantum Key Distribution (QKD) is a secure communication method. With
QKD, a key for cryptography can be generated between two parties, in the
following called two receivers (Alice and Bob). This key can be used to encrypt
and decrypt a message. For some QKD methods, like those proposed by
Bennett and Brassard in “Quantum cryptography: Public Key Distribution and
coin-tossing.”, in “Proceedings of IEEE International Conference a Computers,
Systems and Signal Processing”, Bangalore India, 175-179 (1984), or by
Bennet, Brassard and Mermin in “Quantum Cryptography without Bell's
Theorem” in Phys. Rev. Lett. 68, 557,1992, an entangled photon source is
needed. Entangled photon sources are well known, for example as a BBO
source from US 6 424 665 B1 or as fiber Sagnac configuration from US 6 897

434 B1. To generate the key, both receivers have to ensure that they agree on
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the same measurement bases, i.e. the two receivers have to set a common
polarization reference frame with the entangled photon source. This was before
realized by an iterative alignment of two mutually unbiased measurement bases
between the source and the first receiver, and then by an iterative alignment of
two mutually unbiased measurement bases between the source and the second
receiver. However, this iterative alignment procedure is time-consuming, but the

alignment is of crucial importance for the generation of the key.

In “Fully automated entanglement-base quantum cryptography system for
telecom fiber networks” arXiv: 0901.2725v2 an automated alignment system is
proposed. Alice sends trigger photons with known polarization to Bob to align

the system with two polarization controllers.

A time-bin entangled photon source is known from GB 2 405 294 A with a
photon source and two detection modules. Each detection module comprises
one unbalanced interferometer and two detectors. To have nearly perfect
interference fringes and to reduce the quantum bit error rate of the system,
polarization filters are provided before each detector to remove any erroneous

orthogonal components of the polarization.

An objective of the present invention is to provide an apparatus and an

improved method to set a common reference frame between two receivers.

The method to provide a common reference frame between two receivers,

preferably for quantum key distribution, is achieved according to claim 1.

The first receiver is connected via a first transmission channel to an entangled
photon source, and the second receiver is connected via a second transmission
channel to the entangled photon source. The entangled photon source
produces entangled photon pairs, preferably entangled in polarization or time-
bin or orbital angular momentum or path, wherein the first photon of each
entangled photon pair is sent via the first transmission channel to the first
receiver and the second photon of each entangled photon pair is sent via the

second transmission channel to the second receiver. The first receiver
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comprises a first and a second measurement means to measure the photons in
two mutually unbiased measurement bases, wherein the second receiver
comprises a third and a fourth measurement means to measure the photons in
two mutually unbiased measurement bases. Each measurement means can
measure the photons in at least two orthogonal states. The four measurement
means can communicate the time of the detection of a photon of the entangled
photon pairs to detect coincidences between both receivers of an entangled
photon pair and to calculate the visibility and/or the quantum bit error rate
(QBER). Three of the four measurement means each comprise one correction
means to set the common reference frame.
The method comprises the steps of:
i) minimization of the QBER or maximization of the visibility for photons
detected in the first (M1) and third (M3) measurement means by adjusting the
first correction means (C1) in order to set the same measurement bases
between the first measurement means (M1) and the third measurement means
(M3),
i) maximization of the QBER or minimization of the visibility for photons
detected in the first (M1) and fourth (M4) measurement means by adjusting the
second correction means (C2) in order to set mutually unbiased measurement
bases between the first measurement means (M1) and the fourth measurement
means (M4),
iil) minimization of the QBER or maximization of the visibility for photons
detected in the fourth (M4) and second (M2) measurement means by adjusting
the third correction means (C3) in order to set the same measurement bases
between the fourth measurement means (M4) and the second measurement

means (M2).

In step i), the same measurement bases between the first measurement means
(M1) and the third measurement means (M3) are set. In step ii), the mutually
unbiased measurement bases between the first measurement means (M1) and
the fourth measurement means (M4) are set, and due to that and step i), the
mutually unbiased measurement bases between the third measurement means
(M3) and the fourth measurement means (M4) are set. In step iii), the same

measurement bases between the fourth measurement means (M4) and the
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second measurement means (M2), and due to that and step i) and step ii), the
mutually unbiased measurement bases between the first measurement means

(M1) and the second measurement means (M2) are set.

The steps i), ii) and iii) can be performed in parallel or in sequence.

The steps i), ii) and iii) can be performed in any other order. For example, at first
the mutually unbiased measurement bases between the first measurement
means and the fourth measurement means can be set, and then the same
measurement bases between the first measurement means and the third
measurement means and the same measurement bases between the fourth
measurement means and the second measurement means can be set. In
another example, at first the same measurement bases between the first
measurement means and the third measurement means and the same
measurement bases between the fourth measurement means and the second
measurement means can be set. In a third step, the mutually unbiased
measurement bases between the first measurement means and the fourth

measurement means can be set.

To set the same measurement bases between any two measurement means,
for example the first (M1) and the third measurement means (M3), means here
to set in the first measurement means (M1) the basis and to set in the third

measurement means (M3) this basis.

The object of the invention is in addition achieved by an apparatus to provide a
common reference frame between two receivers according to claim 12, wherein
the apparatus comprises an entangled photon source, a first receiver and a
second receiver and a first transmission channel and a second transmission
channel. The first receiver is connected via the first transmission channel to an
entangled photon source, and the second receiver is connected via the second
transmission channel to the entangled photon source. The entangled photon
source produces entangled photon pairs, preferably entangled in polarization or
time-bin or orbital angular momentum or path, wherein the first photon of each

entangled photon pair is sent via the first transmission channel to the first
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receiver and the second photon of each entangled photon pair is sent via the
second transmission channel to the second receiver. The first receiver
comprises a first and a second measurement means to measure the photons in
two mutually unbiased measurement bases, wherein the second receiver
comprises a third and a fourth measurement means to measure the photons in
two mutually unbiased measurement bases. Each measurement means can
measure the photons in at least two orthogonal states. The four measurement
means can communicate the time of the detection of a photon of the entangled
photon pairs to detect coincidences between both receivers of an entangled
photon pair and to calculate the visibility and/or the quantum bit error rate
(QBER). Three of the four measurement means each comprise one correction

means to set the common reference frame.

The correction means also correct any unitary transformation of the
entanglement property of the photon caused by the first or the second
transmission channel in order to set the relation between the measurement

bases in the steps i) to iii).

Entanglement property means here the quality in which the photons are
entangled. For example, for photon pairs entangled in the polarization degree of

freedom, the entanglement property is the polarization of the photons.

To generate the key for quantum key distribution (QKD), both receivers (Alice
and Bob) need to ensure that they agree on the same measurement bases. In
this invention, the common reference frame between both receivers can be set
without the knowledge of the actual measurement bases in the first and the
second receiver. With this invention it is no longer necessary to correct the
unitary transformation of the entanglement property of the photon caused by the
first and/or the second transmission channel for each transmission channel
separately. In this invention, only the relation between the measurement bases
of the measurement means in both receivers is adjusted. The invention is based
on the knowledge of the relation between the measurement bases, which has to
be in a specific way to enable the generation of a secure key for quantum key

distribution between the two receivers. For a quantum key distribution protocol,



10

15

20

25

30

WO 2021/013990 PCT/EP2020/070955

6

it is necessary that both receivers agree on the same two mutually unbiased
measurement bases to generate the key. This is realized in this invention by
utilizing coincidence detection and using the coincidence count rates between
the two receivers and by calculating of the visibility and/or the quantum bit error

rate (QBER) from of the detected photons and coincidences.

The desired value for the visibility (maximization) is 1 or -1 for the matched
measurement bases combination (for example, between the first measurement
means and the third measurement means and also between the fourth
measurement means and the second measurement means) and visibility O
(minimization) for the mutually unbiased measurement bases combination (for
example, between the first measurement means and the fourth measurement
means). However, technical imperfections usually do not allow for achieving
these values spot on but should be approached as best as possible because
they guarantee maximal performance of the QKD system. A visibility of 1 or -1
corresponds to a QBER of 0 or 1 for the matched measurement bases
combination (M1-M3 and M4-M2), and a visibility of O corresponds to a QBER

of 0,5 for the mutually unbiased measurement bases combination (M1-M4).

In a preferred embodiment of the method and the apparatus, the values of the
visibility for the matched measurement bases combination are between 1 and
0,7 or between -1 and -0,7. More preferably, the values of the visibility for the
matched measurement bases combination are between 1 and 0,8 or between -
1 and -0,8. Most preferably, the values of the visibility for the matched
measurement bases combination are between 1 and 0,9 or between -1 and -

0,9. The QBER can be calculated according to the equation described below.

In a preferred embodiment of the method and the apparatus, the values of the
visibility for the mutually unbiased measurement bases combination are
between 0,3 and O or between -0,3 and 0. More preferably, the values of the
visibility for the mutually unbiased measurement bases combination are
between 0,2 and O or between -0,2 and 0. Most preferably, the values of the

visibility for the mutually unbiased measurement bases combination are
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between 0,1 and O or between -0,1 and 0. The QBER can be calculated

according to the equation described below.

With the first, second and third correction means, the common reference frame
between both receivers can be set without the knowledge of the actual
measurement bases in the first and the second receiver. This is realized by
altering the property of the entangled photons in which they are entangled. For
example, by altering or influencing (but not by measuring) the polarization of the
photons. This can be realized for example with a polarization controller (i.e.
stress-induced birefringence) in a fiber for photon pairs entangled in polarization
or a spatial light modulator (SLM) for photon pairs entangled in optical angular
momentum or a trombone or a delay line for photon pairs entangled in time-bin

or for photon pairs entangled in path.

In a preferred embodiment of the method and the apparatus, the first, second
and third correction means can alter the property of the entangled photons in

which they are entangled.

In a preferred embodiment of the method and the apparatus, the two receivers
can be in a network of more receivers, wherein preferably the network with
more receivers is built by space-division multiplexing, time-division multiplexing,

or frequency-division multiplexing of the entangled photon pairs.

To provide the common reference frame between the two receivers, this
invention is based on utilizing coincidence detection and using the coincidence
count rates between the two receivers. A coincidence count rate CCy;; u;j is @
measure for the simultaneous detection of the two photons of the entangled
photon pair in both receivers, taking the distances and different cable lengths
into account, whereas M;; is the measurement means with i = 1, 2,3, or 4
corresponding to one of the four measurement means, andj = aor b
corresponding to one of the two orthogonal states of that measurement means.
Such a simultaneous detection is also called a coincidence. The time of the

detection of a coincidence may be influenced by the jitter of the detector, the
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synchronization between the two clocks of the two receivers and/or the

correlation time of the photons of the entangled photon pair.

As an example, the visibility (V) for photons detected in the first and third

measurement means M1 and M3 is defined as:

CCymiamza + CCpmipmzp — CCumramsp — CCmib,M3a

Vmims =
' CCymiamza + CCpapmap + CCumramsp + CCvap,m3a

The quantum bit error rate (QBER) for photons detected in first and the third

measurement means M1 and M3 is defined as:

1- VMl,M3

QBE RMl,M3 = 2

The QBER or the visibility for photons detected in any two measurement
means, means here the QBER or the visibility between these measurement

means.

The visibility and the QBER for photons detected between all other

measurement means can be calculated in the same way.

In a preferred embodiment of the method after the step iii), a secure key
between the two receivers is generated by quantum key distribution. The
photon pairs detected and used for the adjustment steps i) to iii) are not used to
generate the secure key. For the adjustment, the outcome of the measurement
has to be communicated between the two receivers, whereas for the generation
of the secure key the outcome of the measurement in each receiver is kept

secret. Thus, the photons detected to set the common reference frame are not

part of the secure key.

As an example, the method for providing the common reference frame
comprising the steps i) to iii) can be set before the generation of the secure key.
As another example, the method for providing the common reference frame

comprising steps i) to iii) can be applied within a sequence. For example, in a
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first time window of, for example, 10 seconds, the method for providing the
common reference frame comprising the steps i) to iii) is applied. Then, in a
second time window of, for example, 50 seconds, a secure key is generated.
After that, the common reference frame is set again, for example, within a time
window of 10 seconds by applying the steps i) to iii), followed by the key
generation, for example within a time window of 50 seconds. Preferably, the
time windows within which the common reference frame is set and the time
window within which the secure key is generated can be shorter or longer and

also the relation between the time windows can differ.

In a preferred embodiment of the method, the method for providing the common
reference frame comprising the steps i) to iii) is applied to correct the
polarization rotation caused by a satellite transmission in a satellite to earth

communication.

In a preferred embodiment of the method and the apparatus, the entangled

photon source produces photon pairs entangled in polarization in a maximally

entangled state. Preferably, the state can be |®) = %(lH}lH} +

e|V)|V))or |¥) = %(lH}lV} + e'?|H)|V)), with |®) and |¥) as the states of the
entangled photon pairs, |H) as horizontal linear polarized and |V) as vertical

linear polarized, and e'? as a random phase.

In a preferred embodiment of the method and the apparatus, the first correction
means is assigned to the first or third measurement means, and wherein the
second correction means is assigned to the first or fourth measurement means,
and wherein the third correction means is assigned to the fourth or second
measurement means. In a preferred embodiment, the three correction means
can also be in every other configuration in the measurement means. For
example, the three correction means can also be in the first, third and fourth
measurement means, or in the first, second and fourth measurement means, or
in the first, second and third measurement means. Assigned to means here that
only the entanglement property of the photons detected in the assigned

measurement means is corrected by the related correction means.
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In a preferred embodiment of the method and the apparatus, the first correction
means (C1) is arranged in the first transmission channel (10) or in or before the
first measurement means (M1), or in the second transmission channel (11) or in
or before the third measurement means (M3), and/or
wherein the second correction means (C2) is arranged in the first transmission
channel (10) or in or before the first measurement means (M1), or in the second
transmission channel (11) or in or before the fourth measurement means (M4),
and/or
wherein the third correction means (C3) is arranged in the second transmission
channel (11) or in or before the fourth measurement means (M4), or in the first

transmission channel (10) or in or before the second measurement means (M2).

In a preferred embodiment of the method and the apparatus, the entangled
photon pairs can be entangled in polarization or time-bin or orbital angular
momentum or path degree of freedom. Preferably, the entanglement property

can be polarization or time-bin or orbital angular momentum or the path.

In a preferred embodiment of the method and the apparatus, the first and/or
second transmission channel is/are free space channel or a waveguide,

preferably a fiber.

In a preferred embodiment of the method and the apparatus, the first, second,
and/or third correction means is/are a set of a quarter wave-, half wave- and
quarter wave-plate, and/or a variable wave-plate, and/or a tilted wave-plate,
and/or a birefringent element, and/or a trombone, and/or a fiber controller, or a

spatial light modulator (SLM), and/or a delay line.

In a preferred embodiment of the method and the apparatus, the photon of a
photon pair in the first transmission channel is randomly guided to the first or
second measurement means by a first separation component, preferably a
beam splitter or a fiber beam splitter or randomly routed by a fiber switch,
and/or wherein the photon of a photon pair in the second transmission channel

is randomly guided to the third or fourth measurement means by a second
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separation component, preferably by a beam splitter or a fiber beam splitter or

randomly routed by a fiber switch.

In a preferred embodiment of the method and the apparatus, in the first
transmission channel a first separation component, preferably a beam splitter or
a fiber beam splitter or a fiber switch, is arranged to randomly guide a photon to
the first or second measurement means, and/or wherein in the second
transmission channel a second separation component, preferably a beam
splitter or a fiber beam splitter or a fiber switch, is arranged to randomly guide a

photon to the third or fourth measurement means.

In a preferred embodiment of the method and the apparatus, the first correction
means is arranged after or behind the first separation component in the first
measurement means or is arranged after or behind the second separation
component in the third measurement means, and wherein the second correction
means is arranged after or behind the second separation component in the third
measurement means or is arranged after or behind the second separation
component in the fourth measurement means, and wherein the third correction
means is arranged after or behind the second separation component in the
fourth measurement means or is arranged after or behind the first separation

component in the second measurement means.

The invention can also be achieved by a control device, preferably a computer,
capable of providing a method according to one of the before described
embodiments, wherein the control device is connected with the first, second,
third and fourth detection means in order to register the detected photons and
the coincidences and to calculate the visibility and/or the quantum bit error rate
of the detected photons, and with the first, second, and third correction means

in order to set the common reference frame between the two receivers.

The invention can also be achieved by a computer device with a
microprocessor with a nonvolatile memory, wherein the nonvolatile memory

comprises an executable program in order to provide a method according to
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one of the before described embodiments, preferably wherein the computer

device is the control device.

The invention can also be achieved by the apparatus to provide a method

according to one of the described embodiments before.

In the following, the invention will be explained by way of preferred

embodiments illustrated in the drawings, yet without being restricted thereto. In

the drawing:

Fig. 1 schematic setup of an apparatus to provide a common reference
frame between two receivers;

Fig. 2 setup of an apparatus to provide and set a common polarization

reference frame between two receivers with photon pairs

entangled in polarization;

Fig.1 shows a schematic setup to provide and set a common reference frame
between the two receivers 2 and 3. The entangled photon source 1 is
connected via two transmission channels 10 and 11 with the two receivers 2
and 3.

Each receiver 2 and 3 comprises two measurement means. Receiver 2
comprises measurement means M1 and M2 and receiver 3 comprises the
measurement means M3 and M4. Each measurement means can measure the
photons of the entangled photon source in a specific measurement basis,
whereas the bases of the configured setup of the receiver 2 are two mutually
unbiased measurement bases B1 and B2, and the measurement bases of the
receiver 3 are two mutually unbiased measurement bases B3 and B4. The
photons in the first transmission channel 10 are randomly guided by a first
separation component S1 to the first and second measurement means M1 and
M2. The photons in the second transmission channel 11 are randomly guided
by a second separation component S2 to the third and fourth measurement
means M3 and M4. To configure the setup and to set a common reference

frame in both receivers 2 and 3, three correction means C1, C2 and C3 are
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arranged in three of the four measurement means. In the example of Fig. 1, the
correction means C1, C2 and C3 are arranged in the measurement means M2,
M3 and M4. In a preferred embodiment, the correction means C1, C2 and C3
can also be in every other configuration in the measurement means. For
example, the correction means C1, C2 and C3 can also be in the measurement
means M1, M3 and M4, or in the measurement means M1, M2 and M4, or in
the measurement means M1, M2 and M3. In the measurement means M1, M2,
M3 and M4, the photons of the entangled photon source 1 are detected and the
signal is sent via cables to a coincidence logic 4. The time of the arrival of each
signal is registered in the coincidence logic 4, taking the distances and different
cable lengths into account. From these signals, the visibility (V) and/or the

quantum bit error rate (QBER) can be calculated.

Fig. 2 shows as an example of the invention a setup of an apparatus to provide
and set a common polarization reference frame between two receivers with
photon pairs entangled in polarization. Each measurement means M1, M2, M3
and M4 can measure the photons in at least two orthogonal states. The
entangled photon source 1 produces photon pairs entangled in polarization. The

state of the produced entangled photon pair is in this example
) = — (IH)H) + @ V)IV))or [9) = — (ID)IV) + ei®[H)IV))
V2 V2

with |®) and |¥) as the states of the entangled photon pairs, |H) as horizontal

basis and |V) as vertical basis, and e? as a random phase.

One photon of each pair is sent to the receiver 2 by the first transmission line
10, and the other photon of each pair is sent to the receiver 3 by the second
transmission line 11. The photons are randomly guided by the first and second
separation component S1 and S2 to the measurement means M1 or M2, and to
the measurement means M3 or M4. In the example of Fig. 2, the separation
components S1 and S2 are 50/50 beam splitter or are variable beam splitter to
balance the detection efficiency of the detectors 13. In the example of Fig. 2,

each measurement means M1, M2, M3, and M4 a polarizing beam splitter 12



10

15

20

25

30

WO 2021/013990 PCT/EP2020/070955

14

and two detectors 13. With that, each measurement means M1, M2, M3 and M4

can measure the photons in at least two orthogonal states.

In front of the polarizing beam splitter 12 in the measurement means M2, M3
and M4, the first, second and third correction means C1, C2 and C3 are
arranged. In the example of Fig. 2, the correction means C1, C2 and comprise a
quarter wave-, half wave- and quarter wave-plate, and/or a variable wave-plate,
and/or a tilted wave-plate, and/or a birefringent element, and/or a fiber controller
to alter the polarization without measuring the polarization of the photons, and
thus to adjust the measurement bases between the measurement means M1,
M2, M3 and M4.

Each detector 13 registers a single photon and generates an electric signal,
which is sent via a cable 14 to the coincidence logic 4. With the polarizing beam
splitter 12 and the two detectors 13 in each measurement means M1, M2, M3
and M4, the photons can be measured in two orthogonal states a in the first

detector 13 and b in the second detector 13.

As an example for photon pairs entangled in polarization, the visibility (V) and
the quantum bit error rate QBER are calculated here for photons detected in the
measurement means M1 and M3, where CCy44 13, denotes the coincidence
count rate between the first detector 13 for state a in the measurement means
M1, and the first detector 13 for state a in the measurement means M3. The
visibility (V) for photons detected in the measurement means M1 and M3 is

defined as:

CCymiamza + CCpmipmzp — CCumramsp — CCmib,M3a

Vmims =
' CCymiamza + CCpapmap + CCumramsp + CCvap,m3a

The quantum bit error rate (QBER) for photons detected in the measurement

means M1 and M3 is defined as:

1- VMl,M3

QBE RMl,M3 = 2
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Preferably, the coincidence logic 4 can be connected to the first, second and
third correction means S1, S2 and S3 (the connection is not shown in Fig. 1 and
2) to adjust the common polarization reference frame for a secure key

distribution for quantum cryptography.

For the secure key distribution, the measurement bases of measurement
means M1 and M2 have to be mutually unbiased. The measurement means M3
and M4 have to have the same measurement bases as the measurement
means in M1 and M2. According to the invention, it is not necessary for both
receivers 2 and 3 to know the exact measurement bases in which they will
measure the photons. For the setups in Fig. 1 and 2, the steps to configure the

setup and to set a common polarization reference frame are:

First, the QBER has to be minimized or the visibility has to be maximized for
photons detected in the first M1 and third M3 measurement means. This can be
realized by adjusting the first correction means C1, which is arranged in the
measurement means M3, but can also be arranged in the measurement means
M1. The QBER or the visibility of the photons detected in the measurement
means M1 and M3 has to be adjusted in order to set the same polarization
basis between the first measurement means M1 and the third measurement

means M3.

In a second step, mutually unbiased polarization bases between the first
measurement means M1 and the fourth measurement means M4 have to be
set. This can be realized by the maximization of the QBER or minimization of
the visibility for photons detected in the third M3 and fourth M4 measurement
means by adjusting the second correction means C2, which is arranged in the
measurement means M4, but can also be arranged in the measurement means
M3.

In a third step, the same polarization basis between the fourth measurement
means M4 and the second measurement means M2 has to be set. This is
realized by the minimization of the QBER or maximization of the visibility for

photons detected in the fourth M4 and second M2 measurement means by
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adjusting the third correction means C3, which is arranged in the measurement

means M2, but can also be arranged in the measurement means M4.

The steps described before can be performed in any other order. For example,
at first the mutually unbiased polarization bases between the first measurement
means M1 and the fourth measurement means M4 can be set, and then the
same polarization bases between the first measurement means M1 and the
third measurement means M3 and the same polarization bases between the

fourth measurement means M4 and the second measurement means M2.
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Claims:

A method to provide a common reference frame between two receivers,
preferably for quantum key distribution,

wherein the first receiver (2) is connected via a first transmission channel
(10) to an entangled photon source (1) and the second receiver (3) is
connected via a second transmission channel (11) to the entangled
photon source (1),

wherein the entangled photon source (1) produces entangled photon
pairs, preferably entangled in polarization or time-bin or orbital angular
momentum or path,

wherein the first photon of each entangled photon pair is sent via the first
transmission channel (10) to the first receiver (2) and the second photon
of each entangled photon pair is sent via the second transmission
channel (11) to the second receiver (3),

wherein the first receiver (2) comprises a first (M1) and a second (M2)
measurement means to measure the photons in two mutually unbiased
measurement bases,

wherein the second receiver (3) comprises a third (M3) and a fourth (M4)
measurement means to measure the photons in two mutually unbiased
measurement bases ,

wherein each measurement means can measure the photons in at least
two orthogonal states,

wherein the four measurement means (M1, M2, M3, M4) can
communicate the time of the detection of a photon of the entangled

photon pairs to detect coincidences between both receivers of an
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entangled photon pair and to calculate the visibility and/or the quantum
bit error rate (QBER),

- wherein three of the four measurement means each comprise one
correction means (C1, C2, C3) to set the common reference frame,

- wherein the method comprises the steps of

i) minimization of the QBER or maximization of the visibility for photons
detected in the first (M1) and third (M3) measurement means by
adjusting the first correction means (C1) in order to set the same
measurement bases between the first measurement means (M1) and the
third measurement means (M3),

i) maximization of the QBER or minimization of the visibility for photons
detected in the first (M1) and fourth (M4) measurement means by
adjusting the second correction means (C2) in order to set two mutually
unbiased measurement bases between the first measurement means
(M1) and the fourth measurement means (M4),

iil) minimization of the QBER or maximization of the visibility for photons
detected in the fourth (M4) and second (M2) measurement means by
adjusting the third correction means (C3) in order to set the same
measurement bases between the fourth measurement means (M4) and

the second measurement means (M2).

Method according to claim 1,
wherein after the step iii), a secure key between the two receivers is

generated by quantum key distribution.

Method according to one of the claims 1 or 2,

wherein the first correction means (C1) is assigned to the first (M1) or
third (M3) measurement means, and

wherein the second correction means (C2) is assigned to the third (M3)
or fourth (M4) measurement means, and

wherein the third correction means (C3) is assigned to the fourth (M4) or

second (M2) measurement means.
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Method according to one of the claims 1 to 3,

wherein the first correction means (C1) is arranged

in the first transmission channel (10) or in or before the first
measurement means (M1), or in the second transmission channel (11) or
in or before the third measurement means (M3), and/or

wherein the second correction means (C2) is arranged

in the first transmission channel (10) or in or before the first
measurement means (M1), or in the second transmission channel (11) or
in or before the fourth measurement means (M4), and/or

wherein the third correction means (C3) is arranged

in the second transmission channel (11) or in or before the fourth
measurement means (M4), or in the first transmission channel (10) or in

or before the second measurement means (M2).

Method according to one of the claims 1 to 4,
wherein the entangled photon pairs can be entangled in polarization or

time-bin or orbital angular momentum or path.

Method according to one of the claims 1 to 5,
wherein the first (10) and/or second (11) transmission channel is/are free

space channel or a waveguide, preferably a fiber.

Method according to one of the claims 1 to 6,

wherein the first (C1), second (C2), and/or third (C3) correction means
is/are a set of a quarter wave-, half wave- and quarter wave-plate, and/or
a variable wave-plate, and/or a tilted wave-plate, and/or a birefringent
element, and/or a trombone and/or a fiber controller, or a spatial light

modulator (SLM), and/or a delay line.

Method according to one of the claims 1 to 7,

wherein the photon of a photon pair in the first transmission channel (10)
is randomly guided to the first (M1) or second (M2) measurement means
by a first separation component (S1), preferably a beam splitter or a fiber

beam splitter or randomly routed by a fiber switch,
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and/or wherein the photon of a photon pair in the second transmission
channel (11) is randomly guided to the third (M3) or fourth (M4)
measurement means by a second separation component (S2), preferably
by a beam splitter or a fiber beam splitter or randomly routed by a fiber

switch.

Method according to claim 8,

wherein the first correction means (C1) is arranged after or behind the
first separation component (S1) in the first measurement means (M1) or
is arranged after or behind the second separation component (S2) in the
third measurement means (M3), and

wherein the second correction means (C2) is arranged after or behind
the second separation component (S2) in the third measurement means
(M3) or is arranged after or behind the second separation component
(S2) in the fourth measurement means (M4), and

wherein the third correction means (C3) is arranged after or behind the
second separation component (S2) in the fourth measurement means
(M4) or is arranged after or behind the first separation component (S1) in

the second measurement means (M2).

Control device (4), preferably a computer, capable of providing a method
according to one of the claims 1 to 9, wherein the control device is
connected

with the first (M1), second (M2), third (M3) and fourth (M4) detection
means in order to register the detected photons and the coincidences of
the entangled photon pairs and to calculate the visibility and/or the
quantum bit error rate of the detected photons, and

with the first (C1), second (C2), and third (C3) correction means in order

to set the common reference frame between the two receivers (2, 3).

Computer device as control device according to claim 10 with a
microprocessor with a nonvolatile memory, wherein the nonvolatile
memory comprises an executable program in order to provide a method

according to one of the claims 1 to 9.
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An apparatus to provide a common reference frame between two
receivers, preferably for quantum key distribution,

wherein the apparatus comprises an entangled photon source (1), a first
receiver (2) and a second receiver (3) and a first transmission channel
(10) and a second transmission channel (20),

wherein the first receiver (2) is connected via the first transmission
channel (10) to an entangled photon source (1) and the second receiver
(3) is connected via the second transmission channel (11) to the
entangled photon source (1),

wherein the entangled photon source (1) produces entangled photon
pairs, preferably entangled in polarization or time-bin or orbital angular
momentum or path,

wherein the first photon of each entangled photon pair is sent via the first
transmission channel (10) to the first receiver (2) and the second photon
of each entangled photon pair is sent via the second transmission
channel (11) to the second receiver (3),

wherein the first receiver (2) comprises a first (M1) and a second (M2)
measurement means to measure the photons in two mutually unbiased
measurement bases,

wherein the second receiver (3) comprises a third (M3) and a fourth (M4)
measurement means to measure the photons in two mutually unbiased
measurement bases,

wherein each measurement means can measure the photons in at least
two orthogonal states,

wherein the four measurement means (M1, M2, M3, M4) can
communicate the time of the detection of a photon of the entangled
photon pairs to detect coincidences between both receivers of an
entangled photon pair and to calculate the visibility and/or the quantum
bit error rate (QBER),

characterized in that three of the four measurement means each
comprise one correction means (C1, C2, C3) to set the common

reference frame.
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Apparatus according to the claim 12,
wherein in the first transmission channel (10) a first separation
component (S1), preferably a beam splitter or a fiber beam splitter, is
arranged to randomly guide a photon to the first (M1) or second (M2)
measurement means, and/or
wherein in the second transmission channel (11) a second separation
component (S2), preferably a beam splitter or a fiber beam splitter is
arranged to randomly guide a photon to the third (M3) or fourth (M4)

measurement means.

Apparatus according the claim 13,

wherein the first correction means (C1) is arranged after or behind the
first separation component (S1) in the first measurement means (M1) or
is arranged after or behind the second separation component (S2) in the
third measurement means (M3), and

wherein the second correction means (C2) is arranged after or behind
the second separation component (S2) in the third measurement means
(M3) or is arranged after or behind the second separation component
(S2) in the fourth measurement means (M4), and

wherein the third correction means (C3) is arranged after or behind the
second separation component (S2) in the fourth measurement means
(M4) or is arranged after or behind the first separation component (S1) in

the second measurement means (M2).
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